
CLEARSWIFT EMAIL APPLIANCE IS AN SMTP GATEWAY DESIGNED TO PROVIDE SECURE EMAIL 
MESSAGING FROM 50 USERS TO 50,000 USERS.

CLEARSWIFT Email Appliance

Clearswift’s multi-function Email Appliances offer all the messaging 
communication controls to provide a highly effective, productive and resilient 
email security solution.

Your network is kept free of Spam and Viruses, you control the email flow through 
your business. You can create policies for email collaboration without impacting 
productivity. Sample policies can be tailored to build bespoke policies that will 
help you mitigate data loss, regulatory, legal and reputational breaches.

The simple and powerful User Interface means that administration tasks are 
simplified reducing operational cost. Larger environments running multiple servers 
gain benefits through built in multiple server management, policy definition and 
reporting.

KEY BENEFITS

Built in Anti-Virus•	
Fully featured Anti-Spam•	
Reporting as standard•	
Central Management •	
Granular Policy•	
VMware ready•	
Easy to use•	

Platform choice allows you to define how you want to buy and operate your 
Clearswift appliance. Either delivered as a pre-packaged Dell server based system 
or as software download to let you deploy on your own hardware or onto a Virtual 
platform such as VMware or Hyper-V.

Customers can mix and match their platforms to suit their deployment whether 
it’s a physical appliance for the primary datacenter and a virtual appliance for the 
disaster recovery center, both machines can be connected together for seamless 
management.
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“The appliance has been an excellent upgrade from the SMTP version, performance and reliability has 
been outstanding”

Steve Morris – Network and Security Manager (Express Newspaper)



FEATURES BENEFIT
POLICY

Flexible policies Define advanced policies to control how email is shared, stored and distributed. 

Centralised Control Auto-updating of policies to multiple Clearswift appliances for consistency and time saving

Active directory (AD) and LDAP 
integration 

Define policy by user, user groups, domain or any directory combination. 

HYGIENE

Bi-directional malware scanning Stops known and unknown malware infection with built in Kaspersky Anti Virus.

TRUSTmanager™	 Sender reputation and connectivity filter rejects up to 80% of spam

SpamLogic™ Multi-engine anti-spam to provide at least 99.5% spam detection.

Built-in Encryption TLS encryption for server to server message security

CONTENT INSPECTION

“True type” binary file-type controls Accurate identification of attachments to detect file types.

Content-aware content inspection Deep content inspection identifies data accurately and allows complex policies to be 
constructed and deployed

Lexical and Regular expressions Keyword search capability in messages and attachments using words, phrases and regular 
expressions. Ability to detect common business and personal details such as Credit card details 
and Identity information

Supplied Dictionaries Mutli-language profanity and editable compliance dictionaries  including GLBA, HIPAA, SEC, 
SOX, PCI and PII

MANAGEMENT AND REPORTING

Intuitive Web based interface No requirement to learn Linux

Pre-defined reports Easy to modify, run and share reports with interactive drilldowns.

Customizable scheduled reporting Allows you to create once, run and distribute via email

Multi-appliance reporting Consolidated view of user activity for easier analysis and sharing of security and management 
data.

Multi-appliance message tracking Run message tracking queries from any node in your configuration

Multi-appliance quarantine Consolidated management of quarantine areas across a distributed deployment

Granular access to quarantine areas Controls which administrators have access to what quarantine areas

Back-up and restore Scheduled and immediate back-ups of policy, data and logs for auditing purposes

End user spam release mechanism Delegation of spam to users reducing administration. Includes per-user Whitelists

DEPLOYMENT

Dell Appliance Pre-installed on Dell hardware. Backed by worldwide field service agents to repair at your site, 
in the unlikely event of hardware faults

“Soft” Appliance Allows you to choose the platform you want to run it on. Wide range of support devices from 
Dell, IBM or HP

Virtual Appliance Enables security and server consolidation in a choice of virtualization environments; ideal for 
both production and disaster recovery deployments
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Clearswift Global Support provides access to technical 
support that covers all the components within our 
solutions. 

Clearswift Global Support is available as ‘Standard 
Support’ on a 24x5 basis and as ‘Extended Support’, 
for 24x7 service coverage. 

Clearswift Global Support telephone 
access numbers are:

APAC:  +61 2 9424 1210
Germany:  +49 (0)40 23 999 366 or 0800 1800 556
UK & Europe:  +44 118 9038200     
USA:  +1 856.359.2170
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